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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6








Part - A 




Max.Marks:20
Answer all QUESTIONS

	
	
	BCLL
	CO(s)
	Marks

	1
	What is social engineering in the context of cyber attacks, and why is it effective?
	L2
	CO1
	[2M]

	2
	Write about the key differences between personal data and sensitive personal data under privacy considerations?
	L3
	CO2
	[2M]

	3
	List out the objectives of UNCITRAL Model Law.
	L2
	CO3
	[2M]

	4
	State the principles of extradition under the convention.
	L3
	CO4
	[2M]

	5
	Write about powers of AT [Sec. 58(2)].
	L2
	CO5
	[2M]

	6
	Discuss about hacking on the cyberspace and internet.
	L2
	CO6
	[2M]

	7
	Why is the greatest common divisor important in cryptographic algorithms like RSA? Describe.
	L3
	CO1
	[2M]

	8
	What is the role of CA in India?
	L2
	CO3
	[2M]

	9
	Define Cybercrime.
	L1
	CO6
	[2M]

	10
	One of the main objectives of information technology is to provide legal recognition for transactions. Whether online transactions are legal in India or not?
	L4
	CO4
	[2M]








Part – B 




Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	
	 
	
	BCLL
	CO(s)
	Marks

	11.
	a)
	What are different defense strategies and techniques in cyber security? And explain about Perimeter Security.
	L2
	CO1
	[5M]

	
	b)
	In what scenarios would it be more efficient to use symmetric encryption rather than asymmetric encryption?
	L4
	CO1
	[5M]

	
	
	
	
	
	

	12.
	a)
	Explain the overall goals of computer security mandates and legislation, including protecting personal and sensitive data.
	L2
	CO2
	[5M]

	
	b)
	Compare and contrast the various eCommerce models, including B2B (Business-to-Business), B2C (Business-to-Consumer), C2C (Consumer-to-Consumer), and C2B (Consumer-to-Business), with respect to characteristics and benefits.
	L4
	CO2
	[5M]

	
	
	
	
	
	

	13.
	a)
	What are the provisions on the legal recognition of Electronic or Digital Signatures in Information Technology Act 2000?
	L2
	CO3
	[5M]

	
	b)
	What are Contemporary security threats to cyberspace and ecommerce? Discuss.
	L2
	CO3
	[5M]

	
	
	
	
	
	

	14.
	a)
	Explain the role of the United Nations(UN) Commission on International Trade Law. 
	L2
	CO4
	[5M]

	
	b)
	What is the Council of Europe (COE) Convention on Cybercrime, and what are its primary objectives in addressing cybercrime on an international scale?
	L2
	CO4
	[5M]

	
	
	
	
	
	

	15.
	a)
	Asses various provisions under the IT Act 2000, for compensation for damage to computer systems.
	L4
	CO5
	[5M]

	
	b)
	Analyze the role of judicial review in enforcing the provisions of the IT Act, 2000. What is the scope of judicial review in challenging decisions made by adjudicating officers and cyber appellate tribunals?
	L4
	CO5
	[5M]

	
	
	
	
	
	

	16.
	
	Explain the role of Electronic Evidence and miscellaneous provisions of the IT Act.
	L2
	CO6
	[10M]

	
	
	
	
	
	

	17.
	a)
	If the key for the substitution cipher is a shift of 3 (like the Caesar cipher), what is the ciphertext for the plaintext message "MEET ME AT THE PARK"? Write the step-by-step process.
	L3
	CO1
	[4M]

	
	b)
	Analyze the challenges and opportunities of implementing in eGovernance initiatives in Free Market Economy in India.
	L4
	CO2
	[3M]

	
	c)
	How to obtain License to issue Electronic / Digital signatures Certificates in India? Describe.
	L2
	CO3
	[3M]

	
	
	
	
	
	

	18.
	a)
	Write about the significance of World Trade Organization (WTO) in E-commerce. 
	L2
	CO4
	[4M]

	
	b)
	Analyze the Challenges and Limitations in Penalties and Compensation while failure to the data.
	L4
	CO5
	[3M]

	
	c)
	How can we identify the facts and issues raised in case?
	L2
	CO6
	[3M]
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